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a  b  s  t  r  a  c  t

After  the  appearance  of  Stuxnet,  the  safety  assurance  against  cyber-attacks  has  been  a serious  problem  for
process  control.  For  safety  assurance,  not  only  information  system  securing  approaches  but  also  process
control  original  measures  are  necessary.  In  this  paper,  a  new  protection  approach  is proposed.  Application
of  an  information  system  securing  technique  called  “zones  and conduits”  to process  control  is  discussed.
vailable online xxx
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By  dividing  the  control  system  network  into  plural  zones,  higher  possibility  of  detecting  cyber-attacks
and  preventing  operational  accidents  can  be achieved.  By  defining  detectability  and  reachability  matrices,
zone  division  for cyber-attack  detection  can  be  designed.

© 2013 Elsevier Ltd. All rights reserved.
esign methodology

. Introduction

Current Industrial Control Systems (ICS: from sensors to SCADA,
ES) are connected to the Internet for many purposes such as

nformation exchange for business oriented plant operations and
emote maintenance. Although the open system movement shows
reat promise for certain benefits through COTS(commercial off the
helf) products, it also causes various risks as a result of open archi-
ectures and network technologies. Recently, a very specific threat
or process plants has come in reality. Stuxnet is acknowledged
s the first malware, which attacked continuously to a uranium
nriching plant in Iran, targeting specific Programmable Logic Con-
rollers (PLCs). This malware has been spread out all over the
orld to many process plants with and without Internet connec-

ion. After Stuxnet was discovered, many kinds of followers have
een developed. Although Stuxnet had a specific target, indiscrim-

nate attacks can be committed by them. In this situation, ICS
equires highly reliable security and safety services with urgent
riority.

In this paper, the authors discuss about a new protection
pproach for process plant that covers not only safety but also
Please cite this article in press as: Hashimoto, Y., et al. Safety securing appr
Chemical  Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.20

ecurity. Under this approach, even if some invasion to the ICS is
ucceeded, plant operators might be able to handle the attacks.
or improvement of safety against cyber-attacks, some examples

∗ Corresponding author. Tel.: +81 52 735 5378; fax: +81 52 735 5595.
E-mail address: hashimoto@nitech.ac.jp (Y. Hashimoto).

098-1354/$ – see front matter ©  2013 Elsevier Ltd. All rights reserved.
ttp://dx.doi.org/10.1016/j.compchemeng.2013.04.019
of combination of intelligent and unintelligent systems are
introduced. Design of dividing control network into plural zones is
also discussed with an illustrative example. Zone division is effec-
tive for not only prevention of attackers’ manipulation but also
detection of cyber-attacks.

2. Characteristics of ICS security problem

Serious security holes of personal computer systems are fre-
quently reported, and security patches are distributed almost every
day. In some cases, the security patches make uncertain troubles
from conflicts among installed applications. Full security patches,
therefore, are rarely applied to ICS for keeping their availability. For
the ICS security, particular approaches are necessary in addition to
ones for information systems.

2.1. Standard schemes for enhancement of ICS security

Evaluation of security assurance level of ICS is discussed in
ANSI/ISA99. Security zones and conduits shown in Fig. 1 are impor-
tant concepts in ISA99 (Uehara, 2011). The security of the system
is evaluated based on the zones and their interfaces. The fire-
walls between zones must not have the same vulnerability. In this
oach against cyber-attacks for process control system. Computers and
13.04.019

standard, vulnerability of the network is considered, but safety,
which is most important for ICSs, is not discussed at all. Because
security incidents cause serious accidents, such as explosion, in
ICSs, safety must be discussed with security. In this paper, cyber-
security is regarded as a kind of cause for accidents.

dx.doi.org/10.1016/j.compchemeng.2013.04.019
dx.doi.org/10.1016/j.compchemeng.2013.04.019
http://www.sciencedirect.com/science/journal/00981354
http://www.elsevier.com/locate/compchemeng
mailto:hashimoto@nitech.ac.jp
dx.doi.org/10.1016/j.compchemeng.2013.04.019
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6) plant em ergency  respon se 
(e.g.  fire figh�ng)

7) comm uni ty em ergency  respon se 
(e.g. no�fica�on, evacu a�on) 
Fig. 1. Zones a

.2. Standard schemes for enhancement of ICS safety

The design approaches of Safety Instrument Systems (SIS) are
escribed in IEC61508 (IEC61511 is the standard for process indus-
ry). Safety integrity and reliability are evaluated using hazard and
perability studies (HAZOP), layers of protection analysis (LOPA),
isk graphs, FTA and so on. However there are very few papers that
onsider the threats of the cyber attaches (NRC, 2010). Although the
ffects of a single failure are discussed in these approaches, attacks
f cyber terrorists cause multiple failures. They invade the system
ia the Internet and/or malwares and steal, manipulate and conceal
rocess and control information.

Cyber terrorists can attack plural layers in IPL (cf. 2, 3, 4, 6,
 layers in Fig. 2) at the same time. Especially, when the emer-
ency shutdown system in IPL4, which is constructed with PLC, is
ttacked, service of the plant can be stopped immediately.
Please cite this article in press as: Hashimoto, Y., et al. Safety securing approach against cyber-attacks for process control system. Computers and
Chemical Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.2013.04.019

Against cyber-attacks, the layers in IPL cannot be independent.
he order of the layers has no sense against cyber-attacks. In our
pproach, causes of the accidents are reviewed considering mali-
ious attacks of cyber-terrorists. Although IPL against cyber-attacks Fig. 2. Independent protection layers.

dx.doi.org/10.1016/j.compchemeng.2013.04.019
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s not introduced in this paper, it must be different from previous
PL and it will be designed using our securing approach.

. Fault tree analysis for threats of cyber attacks

Fault tree is a very popular method to evaluate risks. Because
t can deal with multiple failures, it can be applied to evaluate the
hreats of cyber terrorism. Attacks of cyber terrorists are parts of
auses of accidents. Manipulation sequences by terrorists are sim-
lar to sets of mal-operation. Concealment of their manipulation is
imilar to a set of sensor malfunctions. In safety assessment, they
ave been evaluated based on human factors and equipment fail-
res. In security problems, the probability of their occurrence is not

ndependent. Cyber terrorists combine the causes to ensure their
ttacks. The possibility to successfully execute cyber terrorism can
e evaluated with FTA.

Because the scenarios of cyber-attacks are combination of the
auses, the countermeasures against cyber-terrorists are also com-
ination of the countermeasures to the causes. The possibility of
ach cause’s occurrence is evaluated considering the vulnerability
nd its countermeasure application.

In the discussion of cyber-security, concealment must be con-
idered. Even if a countermeasure is already planned to a cause of an
ccident, it cannot be activated when the cause cannot be detected.
oncealment is a cyber-attack, which prevent to detect the trigger

nformation of the measure.
In safety assessment, sensor location is discussed to detect ill

onditions. However, concealment of sensor information is not dis-
ussed. The effects of concealment must be considered as well as
anipulation by cyber-attackers.
How to construct fault trees for evaluation of security

hreats were discussed in our previous papers (Shindo, Yamazaki,
oki, Koshijima, & Umeda, 2000; Toyoshima, Sun, Koshijima, &
ashimoto, 2011; Yogo, Toyoshima, Sun, Koshijima, & Hashimoto,
011). In this paper, a systematic, qualitative and quantitative
cheme is proposed to evaluate the effects of manipulation and con-
ealment by cyber terrorists. The efficiency of the scheme to divide
Please cite this article in press as: Hashimoto, Y., et al. Safety securing appr
Chemical  Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.20

he plant instrumentation network into plural zones is evaluated
n the view of invalidation of cyber-attacks.

Fig. 3. Two  tank syste
 PRESS
ical Engineering xxx (2013) xxx– xxx 3

4. The effects of manipulation and concealment by
cyber-attackers

The threats of cyber terrorists are all sorts of accidents (i.e. explo-
sion and contamination of drinking water) and/or sabotage against
service continuity (i.e. power outage and water outage). In indus-
trial plants, they are caused by manipulations of valves and/or
switches. In many cases, it takes time until accidents occur after
terrorists’ intentional manipulation because the process dynam-
ics has delays. If actual process data can be observed by operators,
they can detect the manipulation and prevent accidents. Terrorists,
therefore, conceal their manipulations to disable countermeasures.

The effects of the manipulation and concealment by cyber-
attackers are discussed considering secure network zones sepa-
rated by fire-walls.

In industrial plants, many controllers are utilized and commu-
nicate with SCADA systems. If the controller network is divided
into plural secure zones and if the different cyber-attack schemes
are necessary to invade the zones, some zones might be able to
survive against cyber-attacks. As a result, possible manipulations
are limited in the invaded zones. If plural manipulation in different
zones is necessary to activate an accident, the probability of acci-
dent can be reduced with zone division. For example, in order to
cause overheat of a tank, increasing heating power and stopping
the liquid feed are necessary. If one of them cannot be executed,
the accident is difficult to occur. When the actuators for heating
and feeding are located in different network zones, the possibility
that the both are manipulated by cyber-attackers becomes low.

Dividing the control network into plural zones is also effective
for the detection of cyber-attacks. Even if the effects of cyber-attack
are concealed in the invaded zone, there is possibility that physical
effects of the attack appear in the survived zone. If heating rate is
manipulated and the temperature changes are concealed by cyber-
attackers, the detection of the attack is difficult. But, if temperature
sensors in the survived zone can detect the temperature change,
the cyber-attack can be detected.

Cyber-attack consists of both physical manipulation and infor-
mation manipulation. If the sensor signal for control is disguised,
oach against cyber-attacks for process control system. Computers and
13.04.019

controller action or operator’s manipulation can be caused. As a
result, the plant might be stopped unnecessarily.

m for Example.

dx.doi.org/10.1016/j.compchemeng.2013.04.019
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Fig. 4. Cause effect matrix 

. Cause–effect matrix for evaluation of cyber-attack
ffects

We proposed to divide the control network into plural zones in
rder to improve security and safety. Even for such a small plant
hown in Fig. 3, there are many possible patterns of zone division. To
elect effective zone division pattern, automatic evaluation method
f security level of each zone division pattern is necessary.

In this section, the evaluation method of the influence of cyber-
ttacks using cause-effect matrices. For illustration of the scheme,

 simple plant shown in Fig. 3 is utilized.
Fig. 4 shows plant matrix P. It is a square matrix and the rows

nd columns are corresponding to the plant variables, which are 10
rocess variables, 6 manipulated variables and 10 sensed variables.
rocess variables are variables necessary to express the dynamics
f the plant. Manipulated variables are classified into three groups.
he first group corresponds to the manipulated variables which
annot be operated by cyber attackers. It contains two local valves
3 and V4. The second one contains remote operable variables,
hich are not connected to a controller. In this example, the pump
ower switch is included in this group. The last one is a group of
ctuators of controllers. Two valves V1 and V2 and heater power H
Please cite this article in press as: Hashimoto, Y., et al. Safety securing appr
Chemical Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.20

re included in this group. Observed variables are the ones whose
alues can be changed by cyber-attackers. Controlled variables and
anipulated variables and other sensor signal are included. The

Fig. 5. Controller matr
cess dynamic [P] (26 × 26).

plant dynamics is expressed as one in the matrix P, where all diag-
onal elements are ones.

Fig. 5 shows a part of control matrix C. The size of the control
matrix C is the same as plant matrix P. Fig. 5 shows V1 is manip-
ulated based on observed value of F1. Matrix C expresses not only
controller but also manual operations based on the observation.

These two  matrices do not depend on zone division.
The following four matrices Mx, Ax, Sx and Ox are arranged

according to zone division. The subscripts of these matrices indicate
invaded zones

For illustration of the arrangement of these matrices, the zones
are assumed to be set as shown in Fig. 3. The control network is
divided into three zones. Even when zone division is determined,
it is not determined which zones are invaded by cyber-attackers.

The influence of cyber-attacks should be estimated for every
combination of zones.

Fig. 6 shows a part of manipulation matrix M23. Its columns cor-
respond to the manipulation in the invaded zones. M23 means zones
2 and 3 are invaded. When zone division is determined, M1, M2, M3,
M12 and M13 can be also generated automatically.

Fig. 7 shows a part of deception matrix A23. Its columns
correspond to observed variables which can be changed by cyber-
oach against cyber-attacks for process control system. Computers and
13.04.019

attackers.
Fig. 8 shows a part of conceal matrix S23. Its diagonal elements

corresponding to the observed variables in invaded zones are zeros.

ix [C] (26 × 26).

dx.doi.org/10.1016/j.compchemeng.2013.04.019
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Fig. 6. Manipulation matrix [M23] (26 × 3).
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Fig. 10. Detectability matrix [D23(26)] (3 × 3).
Fig. 7. Attack matrix [A23] (26 × 7).

Fig. 9 shows a part of observation matrix O23. Its rows corre-
pond to surviving sensors.

These matrices can be generated when invaded zones are deter-
ined.
Detectability matrix is defined by Eq. (1).

23(n) =
n∑

k=1

O23(S23 · P · C)k−1S23 · P · M23 (1)
Please cite this article in press as: Hashimoto, Y., et al. Safety securing appr
Chemical  Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.20

If non-zero elements appear in each column of the detectability
atrix, it can be judged that the effects of the manipulation can

e detected under concealment by cyber attackers. If manipulation
annot be detected, all elements of the column corresponding to it

Fig. 8. Concealment matrix [S23] (26 × 26).

Fig. 9. Survivor matrix [O23] (3 × 26).
Fig. 11. Detectability matrix [D2(3)] (3 × 3).

remain zero even when the order of detectability matrix (i.e. n in
Eq. (1)) is larger than the number of columns of P.

Fig. 10 shows the detectability matrix D23(26). All elements of
the column corresponding to heater power H are zeros. It shows
that manipulation of heater cannot be detected when zones 2 and
3 are invaded. The plant shown in Fig. 3 has only two  temperature
sensors and they are included in zones 2 and 3. The temperature
change caused by heater power manipulation cannot be detected
when zones 2 and 3 are invaded. This fact can be recognized auto-
matically through Boolean matrix calculation.

Fig. 11 shows the detectability matrix D2(3). It shows every
manipulation in zone 2 can be detected in three steps of propa-
gation. The value of n in Eq. (1) can be a performance index for
detection. In this case, the manipulation of heater can be detected
with the temperature sensor at the other tank, T1i.

It is easy to calculate the detectability matrices for all cases of
invasion by cyber attackers. It can be confirmed that only the case
in which zone 2 and zone 3 are invaded and heater is manipulated
is undetectable. Needless to describe, if all zones are invaded, any
oach against cyber-attacks for process control system. Computers and
13.04.019

manipulation under concealment cannot be detected from sensed
information.

To enable the detection of the heater manipulation by cyber-
attackers, temperature sensor signal is necessary in zone 1. It can be

Fig. 12. Reachability matrix [R23(3)] (26 × 7).

dx.doi.org/10.1016/j.compchemeng.2013.04.019
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ealized without addition of a temperature sensor if analog signal
rom the temperature sensor is duplicated and transferred to zone
. Another method is to limit the number of zones two.

The risk of deception can be estimated with the following cal-
ulation.

23(n) =
n∑

k=1

(P · C)k−1P · A23 (2)

Fig. 12 shows reachability matrix R23(26). It shows the effects
f deception in invaded zones. While deception of T1i does not
ffect others, the change of T2i can cause heater manipulation by
ts controller.

By computing detectability matrices and reachability matrices,
nfluence of manipulation, concealment and deception can be esti-

ated. The security levels of different zone division patterns can
e compared numerically.
Please cite this article in press as: Hashimoto, Y., et al. Safety securing appr
Chemical Engineering (2013), http://dx.doi.org/10.1016/j.compchemeng.20

. Conclusion

Evaluation method of security zoning for Industrial Control Sys-
ems is proposed by defining detectability matrix and reachability
 PRESS
ical Engineering xxx (2013) xxx– xxx

matrix. This approach shows an example of the cooperation of
information engineers and process engineers for security improve-
ment of control systems.
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